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Ooops, your files have been encrypted! N

‘What Happened to My Computer?
Your unportant files are encrypted
Iany of your documents, photos, wideos, databases and other files are no longer accessible
hecause they have heen encrypted. Maybe vou are busy looking for a way to recover your
files, but do not waste your time. Nobody can recover your files without our decryption
service

Payment will be raised on BB Can 1 Recover My Tiles?

5/13/2017 16:50:06 Sure. We guarantee that you can recover all your files safely and easily. But vou have not so
enough titne.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After that the price will be doubled.
Als0, if you don't pay m 7 days, you won't be able to recover your files forever
"We will have free events for users who are so poor that they couldn't pay n 6 months.
Your files will be lost on

bl How Do I Pay?

Payment 13 accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information, click
<How to buy bitcoins>
4nd send the correct amount to the address specified m this window.
After your payment, click <Checl Payment>. Best time to check: 9:00am - 11:00am GMT
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N N Send $300 worth of bitcoin to this address:
bitcoin
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SNORT pn — 1 noo

alert tcp SHOME_NET 445 -> any any (msg:"ET EXPLOIT Possible ETERNALBLUE MS17-010 Echo

Response"; flow:from_server,established; content:"|00 00 00 31 ff|[SMB|2b 00 00 00 00 98 07 c0|"; depth:16;
fast_pattern; content:"|4a 6¢ 4a 6d 49 68 43 6¢ 42 73 72 00|"; distance:0;
flowbits:isset, ETPRO.ETERNALBLUE; classtype:trojan-activity; sid:2024218; rev:2;)

rule wannacry_1 : ransom

{

meta:

author = “Joshua Cannell”
description = “WannaCry Ransomware strings”

weight = 100
date = “2017-05-12”

Strings:

$s1 =“Ooops, your files have been encrypted!” wide ascii nocase
$s2 = “Wanna Decryptor” wide ascii nocase
$s3 = “.wery” wide ascii nocase

$s4 = “WANNACRY” wide ascii nocase
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$s5 = “WANACRY!” wide ascii nocase

$s7 = “icacls . /grant Everyone:F /T /C /Q” wide ascii nocase

Condition:

any of them

}

rule wannacry_2{

meta:

author = “Harold Ogden”

description = “WannaCry Ransomware Strings”

date = “2017-05-12”

weight = 100

strings:

$stringl = “msg/m_bulgarian.wnry”
$string2 = “msg/m_chinese (simplified).wnry”
$string3 = “msg/m_chinese (traditional).wnry”
$string4 = “msg/m_croatian.wnry”
$string5 = “msg/m_czech.wnry”
$string6 = “msg/m_danish.wnry”
$string7 = “msg/m_dutch.wnry”
$string8 = “msg/m_english.wnry”
$stringd = “msg/m_filipino.wnry”
$string10 = “msg/m_finnish.wnry”
$stringl 1 = “msg/m_french.wnry”
$string12 = “msg/m_german.wnry”
$string13 = “msg/m_greek.wnry”
$string14 = “msg/m_indonesian.wnry”
$stringl5 = “msg/m_italian.wnry”
$string16 = “msg/m_japanese.wnry”
$stringl7 = “msg/m_korean.wnry”
$string18 = “msg/m_latvian.wnry”
$string19 = “msg/m_norwegian.wnry”
$string20 = “msg/m_polish.wnry”
$string21 = “msg/m_portuguese.wnry”
$string22 = “msg/m_romanian.wnry”
$string23 = “msg/m_russian.wnry”
$string24 = “msg/m_slovak.wnry”
$string25 = “msg/m_spanish.wnry”
$string26 = “msg/m_swedish.wnry”
$string27 = “msg/m_turkish.wnry”
$string28 = “msg/m_vietnamese.wnry”
condition:

any of ($string*)

}
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